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1
Decision/action requested

SA3 is kindly requested to approve the new KI on revoking multicast service authorization.
2
References

[1]
3GPP TS 22.146: "Multimedia Broadcast/Multicast Service (MBMS); Stage 1"
[2]
 3GPP TS 23.246: "Multimedia Broadcast/Multicast Service"
[3]
3GPP TS 23.757: "Study on architectural enhancements for 5G multicast-broadcast services" 
3
Rationale

TS 22.146 [1] states that "the multicast mode generally requires a subscription to the multicast subscription group and the user joining the corresponding multicast group.  The subscription and group joining may be made by the PLMN operator, the user or a third party on their behalf (e.g. company). Unlike the broadcast mode, it is expected that charging data for the end user will be generated for this mode at MBMS Transport Service layer."
TS 23.246 [2], the multicast-broadcast service (MBS) architecture for 4G and before, hence introduced the authorization of a UE to join a multicast service. And the study for 5G MBS architecture [3] also poses the same requirement to support the authorization of the UE to join a multicast service. 
The UE’s subscription to a multicast group may be valid for a period of time. The charge for the subscription, if any, is normally based on the time period of subscription. When the subscription expires, the UE’s authorization to access the multicast service shall be revoked. Also the Application Function providing the multicast data shall be able to revoke the authorization as needed. However the revocation mechanism is missing in the current MBS literature. 
A new KI on revoking multicast service authorization of UE is proposed. 
4
Detailed proposal

 A new KI on revoking 5G multicast service authorization is proposed for approval.

**********************  Start of Change ************************

5.X
Key Issue #X: Revoking 5G Multicast service authorization
5.X.1
Key issue details 

TS 23.246, the multicast-broadcast service (MBS) architecture for 4G and before, has introduced the mechanism for authorizing a UE to join a multicast service. The study for 5G MBS architecture in TR 23.757 also poses the requirement to support the authorization of UE to join a multicast service. 

UE’s subscription to a multicast group generally has expiration date. The charge for the subscription, if any, is based on the time period of subscription. When the subscription expires, the UE’s authorization to access the multicast service shall be revoked. Also the source of multicast data shall also be able to revoke a UE’s authorization as needed. Hence revoking the authorization of UE to access a multicast service shall be supported. However the revocation mechanism is missing in the current MBS literature. 

5.X.2
Security threats

If the revocation of 5G multicast service authorization is not supported, a UE with an expired subscription to a multicast service is able to get free access to the service, resulting in profit loss for content provider. 
5.X.3
Potential security requirements

The 5GS MBS shall support the revocation of multicast service authorization. 
**********************  End of Change ************************
